Microsoft” Windows”
Parental Controls




am Windows

Microsoft Windows® 7

Around 90% of computers use Windows operating systems
—and both Windows 7 and Windows 8 offer built in parental
controls that can help you manage where your children go
online, what they can do, and how long they can stay online.

Microsoft Windows® 8 and 8.1

Family Safety is an integrated part of Windows 8. There are
more steps to follow for Windows 8 as you can set more
controls than on Windows 7.

Microsoft, Windows and the Windows logo are either registered trademarks or trademarks of Microsoft Corporation in . .
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Follow these simple steps to

o Turn on Parental Controls

First, make sure that your child has a standard
user account (not an administrator account).

Open Parental Controls by clicking the Start
button, click Control Panel, and then, under
User Accounts and Family Safety, click Set
up Parental Controls for any user.

If asked, enter the administrator password or
provide confirmation.

Click the user account that you want to set »
Parental Controls for. If you haven’t set one
up yet, click Create a new user account.

Under Parental Controls, click On, enforce »
current settings.

Did you know?
If Windows® Live Family Safety is installed

on your computer, you will see a sign-in
page and you do not need to follow the
other steps.

set up parental controls on Windows 7.

() ~[E » Coneirons + s Ao v iy sty » Pt~ 7] S Cometpn

Control Panel Home:

Choose a user and set up Parental Controls
What ca 2

Game Rating Systems.

Standard user
Mo Paszword

I you want to apply Parental Controls to someone
use.

who sn'tin this list,

Additional controls

Tyor

See also

0 w[& <« ser Accounts and Fomily Safey »_Parental Controls »_User Contols 43 [ Search Control Panet

User Accounts

Charlie
Standard user
No Password

=7 Allow and block specific programs
[EK Allow and block any programs on your computer
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Q Set time limits | =

@Uv\ﬂ- « Parental Controls b User Controls b Time Restrictions = [ [ Search Controt Panet £

On the Parental Controls screen, click

Control when Charlie will use the computer

Time limits. Click and drag the hours you want to block or allow.
q q H
In the gl’ld, click and drag the hours you 0081 02 03 02 05 06 07 08 03 10 1 12 13 14 15 16 17 18 19 20 1 22 23 2
want to block or allow. Menday
Tuesday
. Wednesday
Click OK. Thursday
Friday
Saturday
Sunday
[] Allowed
I Blocked
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e Choose which games children can play

On the Parental Controls screen, click Games, then choose
one (or a combination of) the following four options:

To block ALL games

Under Can [person’s name] play games?, click No. >

To block games by age ratings
Under Can [person’s name] play games?, click Yes.

Under Block (or allow) games by rating and content types,
click Set game ratings. Under Which ratings are OK for
[person’s name] to play?, click a ratings level. o

To block games by content
Under Can [person’s name] play games?, click Yes.

Under Block (or allow) games by rating and content types,
click Set game ratings.

Under Block these types of content, select the content
types that you want to block. Then click OK.

To block specific games

Under Can [person’s name] play games?, click Yes.

Under Block (or allow) any game on your computer by
name, click Block or Allow specific games.

In the alphabetical list of games, find the game you want to
block and then select Always block. Then click OK.

[=)=]=]
@\)v‘* @i > User Controls » Game Controls <[ %] [ search Cantrol Pane! 2]
of games Charlie can play
Ing and content types
Tating: PEGI18+ / BBFC 18+, including unrated games
ffors blocked: None
Block (or allow) any game on your computer by name
Block or Allow specific games
Always blacked: None
Always allowed: None
[=)[=]=]
@Q-M— << User Controls » Game Controls »_Game Restrictions [ %] [[Search Control Pane! 2]
Control which types of games Charlie can play
1 8 game has no rating, can Charlie play it?
® Allow games with no rating
©) Block games with no rating F
&7l
Which ratings are ok for Charlie to play? 2=
The Pan European Game Information, and British Board of Film w 5
Classification defines these ratings.
le for oll ages 4 and higher
fince (BEFC)
d higher. Parents are advised to consider whether the content may upset
€F more sensitive children
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G Allow or block specific

programs

On the Parental Controls screen, click Allow
or block specific programs.

Click [Person’s name] can only use the
programs | allow. Select the programs that
you want to allow.

If the program you want doesn’t appear in

the list, click Browse to locate the program.

Click OK.

=I=]E=]

» User Controls b Application Restrictions

G-

ich programs

() Charlie can use all

ed:

= [ 4 [ Search Controt Panei

@ Charlie can only us

Description
\Flash Playen Addins\airappinstaller
Adobe ARR Application Installer
NAdobe!Reader 11.0\Reader
AcroTextExtractor

[7) & AdobeCollabSync.exe

[ & Eula.exe Eula display
[T 50 reader_sl.exe Adobe Acrobat SpeedLauncher
[T wow_helper.exe Adobe Reader WOW Helper

& arh.exe Adobe AIR Redistribution Helper
[T 57 LogTransport2.exe LogTransport Application

[C) &1 AcroBroker.exe Adobe PDF Broker Process for Int...
[ B8 AcroRd32.exe Adobe Reader

[C) 8 AcroRd32Info.exe Adobe Reader

Adobe Collaboration Synchronize...

Product Name

Adobe AIR

Adobe Acrobat text extractor for non-...
Adobe AR

LogTranspert Application

<Unknown>

<Unknown>

<Unknown>

<Unknowns>

<Unknown>

<Unknowns>

<Unknown>

)

n

.

Add a program to this list:
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Follow these simple steps to set up parental controls on Windows 8.

o Turn on Family Safety for an
existing child’s account ©D -t ety » brwsaing T e 8

Control Panel Home

Current settings:

Richard

Standard user

Password protected
@ On, collect information about PC usage

O o E View activity reports

Windows settings:

Web filtering o
Control the websites Richard can access online Time limits: Off

Display the Charms bar by swiping in from the Accounts te Menitor
right edge of the screen (or if you're using a * UserSettings
mouse, pointing to the upper right or lower
left corner of the start screen).

Tap or click Search, and enter ‘family’ in the
search box. Then below the search box, tap or
click Settings.

Web filtering: Allow all

bt Time limits Game restrictions: Off
5 Control when Richard uses the PC

App restrictions: Off
Tap or click Set up Family Safety for any user,
on the left of the screen. You might be asked
for an admin password or to confirm your

choice.

E Windows Store and game restrictions
Control by rating or title

App restrictions
! Control the apps allowed on your PC

Choose the person for whom you want to
set up Family Safety. If they don’t have a
user account yet, see the following page.

Set up how Richard
Family Safety:

) . (@) On, enforce current sej

Under Family Safety, tap or click > -
. () Off

On, enforce current settings. —

o Did you know?

Activity reporting: Your child’s settings will go wherever they

go, whatever PC they use, as long as they
sign in with a Microsoft account.

(® On, collect infg
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Q You can also create a new Windows user
account (with or without an email address)
for a child.

Sign in to your PC with an administrator account.

Tap or click Change PC settings from the Settings charm
(press am+1).

Tap or click Users.
Under Other users, tap or click Add a user.

Do one of the following:

e If your child already has an email address, enter it, and then
tap or click Next.

e |f you want to create a new email address for your child,
tap or click Sign up for a new email address and follow the
instructions.

« |f you want your child to sign in to this PC only, tap or click
Sign in without a Microsoft account. Tap or click Local
account, and follow the instructions.

Select the Is this a child’s account? Turn on Family Safety
to get reports of their PC use check box, and then tap or
click Finish.
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e Web Filtering, blocking by
category

In User Settings, tap or click Web Restrictions.

Choose a restriction level to determine which
categories of websites your child can visit.

At the bottom of the list, you can also tick the
Block file downloads check box to prevent
your child downloading apps, games and
other files from the web.

Tap or click on User Settings and your
changes will be saved.

Did you know?
When the web filter is on, SafeSearch will

be locked on in Bing, Google, Yahoo! and
other popular search engines.

e Settings

Web Filtering

Oser Settings
Web Filtering
Web Restrictions

Allow or Block We

® + @ « UserSettings + WebFiltering + Web Restrictions vle

Control Panel Home

* Web Restrictions

Allow or Block Web

Search Control Panel

Which websites can Richard visit?

Choose a web restriction level:

#PinteNgst category. Adult sites are blocked.

() Online commuMNgatien
The child can vie

general interest, sodl networking, web chat, and web mail categories. Adult sites are blocked.

(Jarn on adult

Block fife downloads

Tuming gff web restrictions also tums
gines. Adult images are also bi¥gked.

Allow list only
The child can view w8
Click here to change A

(@) Designed for children
The child can view web

) Warn on adult
The child can view 3

() General interest

Black file downloads

Turning on web restrictiol
search engines. Adult im
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g view websites on the Allow list, websites designed for children, and websites from the

\ebsites on the Allow list, websites designed for children, and websites from the

hild can view all weBNjtes, but receives a warning when a site contains suspected adult content.

SafeSearch settings for Bing, Google, Yahee! and other popular
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0 Web Filtering, blocking

0 o (€ = 1 & « Usersettings » WebFiltering » Allow or Block Websites v ¢ | | Search Control Panel r
specific websites
Control PanelHome Allow or block specific websites for Richard
In User Settings, tap or click Allow or Block User Settings
’ Enter a website to allow or black.
Websites. vieb Fitering Allow Block

Web Restrictions.
* Allow or Block Websites Blocked websites:

htp://facebook.com

Allowed websites:

Enter a specific web address, and then tap or
click Allow or Block as appropriate. You can
add multiple web addresses on this page, one
atatime.

hitp://clubpenguin.

Tap or click on User Settings and your
changes will be saved.

Remove

Blocked websites:

Allowed websites:

http://facebook.com

http://clubpenguin.col
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9 Set time limits

Under User Settings, tap or click Time limits,
and then do one of the following:

e Tap or click Time Allowance, and click )
[Person’s name] can only use the PC for
the amount of time | allow. Now choose
the number of hours and minutes that the
child can use the computer on weekdays
and weekends.

Tap or click Curfew in the left-hand >
menu and click [Person’s name] can
only use the PC during the time ranges
that | allow. Then drag to select blocks
of time for each day when the child isn’t
allowed to use the computer at all.

Tap or click on User Settings and
your changes will be saved.

Control Panel H .
enweltaneitieme Control how long Richard can use the PC

() Richard can use the PC all day

@ Richard can only use the PC for the amount of time | allow
@ Yektn i Vs [ rinne
eekend:

Time Limits

® ~ 4 @ « FamilySafety » UserSettings » Time Limits » Time Allowance v| ¢ | Search Control Panel

s Time Allowance |

Curfew

Control Panel H .
erielraneireme When can Richard use the PC?

User Settings (O Richard can use the PC all day
(® Richard can only use the PC during the time ranges | allow

Set times when Richard can't use PC at all

Midnight (AM) | Noon (PM)

121 2 3 45 6 78 9 mWN1M121 2 3 4567 8 911112

Sunday

Monday

Tuesday

Wednesday

Thursday

[] alowed
[ Blocked
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0 Set limits on games and
Windows Store apps

In User Settings, tap or click Windows Store
and game restrictions.

Select the second option [Person’s name]
can only use games and Windows Store apps
that | allow, then tap or click Set game and
Windows Store ratings.

Choose an appropriate game rating level.
The Windows Store bases its download
restrictions on a child’s game restrictions
in Family Safety.

Now tap or click Allow or Block Games.
Any installed games will be displayed and
you can adjust whether or not the user
can play them.

Tap or click on User Settings and your
changes will be saved.

Contrel Panel Home

User Settings no rating, can Richard play it?

Game and Windows Store
Restrictions (®) Allow dbmes with no rating
® Rating Level () Block gmes with na rating

Allow or Block Games

highlings are OK for Richard?
The Pan European Game Infermation, and British Board of Film
Classification defines these ratings.

®© + 1 @ « Game and Windows Store Restrictions + Rating Level v

Control which games and Windows Store apps Richard can use

Search Control Panel

a 3 PEGI3+
- For ages 3 and higher

M Universal (BEF
quld be suitable for all ages 4 and higher

ol Wil rages 7 and higher

98rN¢al Guidance (BBFC

If a game has no rating,
Ngore sensitive childre;

O mPEGI 12+ / BBFC

For ages 12 and,
iam i

(®) Allow games with n¢

(_) Block games with n

hich ratings are OK
Ran European @
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0 Allow or block specific apps

In User Settings, tap or click App restrictions.

Select the second option [Person’s name] can
only use the apps | allow.

Any installed apps will be displayed. Tick
the apps that you want to allow the user
to use.

Tap or click on User Settings and your
changes will be saved.

®

Contrel Panel Home

User Settings
o App Restrictions

Which apps can

(") Richard can use a
(@) Richard can only,

+ 1 @ « Family Safety » UserSettings » App Restrictions

s can Richard use?

() Richard $n use all apps
@® Richard dhn only use the apps | allow

that can be used:

v & Search Control Panel o

Windows Store apps

¥#ging

[0 camena
] | Finance
] Games
 Mail, Calendar, People, and Messaging
¥ 5 Maps
M 0 Music
V] 2 News
¥ Photos
[ 7/ Reader
M SkyDrive
" sports

101 Travel

Description

Microsoft Corporation
Microsoft Corporation
Microsoft Carporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Ce

Add an app to this list:

Check all Uncheck all
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Follow these simple steps to set up parental controls on Windows 8.1.

0 Turn on Family Safety for an
existing child’s account

+ Add an account
Display the Charms bar by swiping in from the
right edge of the screen (or if you're using a
mouse, pointing to the upper right or lower
left corner of the start screen). Other accounts

Tap or click Settings, then Change PC settings.

H jsmith1 [C@ho(rm-l com

Tap or click Accounts, then tap or click
Other accounts. >

Select the account you want to monitor with
Family Safety, then tap or click Edit.

In the Account type list, select Child, then
tap or click OK. >

Edit account

@ jsmithL.o@hotm

Tip

Is your child too young to remember a

typed password? You might want to set up
a picture password for them, so they can
sign in using a favourite photo instead.
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9 Create a new child’s account

When you create a new account for your child — with or
without an email address — Family Safety monitoring is
turned on automatically. You’ll start receiving reports about
when and how your child uses the PC, and you can set or
change additional limits at any time.

Sign in to your PC with an administrator account.

Swipe in from the right edge of the screen, tap Settings,
then tap Change PC settings. (If you’re using a mouse, point
to the bottom-right corner of the screen, move the mouse
pointer up, click Settings, then click Change PC settings.)

(® Add a child’s account

Tap or click Accounts, tap or click Other accounts, then tap
or click Add an account.

Tap or click the Add a child’s account link.

Do one of the following:

o |f your child already has an email address, enter it, tap or
click Next, then follow the instructions.

« |f you want to get a new email address for your child, tap
or click Sign up for a new email address and follow the pkdorand ookt dorabeon
instructions. ol =

« If you want your child to sign in to this PC only, tap or

click Add a child’s account without email, and follow the
instructions.
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9 Web Filtering, blocking by category

Tap or click Web filtering, then tap or click
Restriction level.

Make sure that web filtering is turned On,
then use the slider to choose which categories
of websites your child can visit.

You can also limit what your child is able
to download from the Internet, so that he
or she doesn’t download a virus or other
software you don’t want.

>

At bottom of Restriction level page, under
File downloads, tick the Block file downloads
from the web check box to prevent your child
from downloading apps, games and other
files from the Internet. (To allow your child to
download files, just untick the check box.)

121 Family Safety | v

Richard

Overview

Activity reporting

Web filtering
Restriction level
Allow or block list

Time limits

App restrictions

Game restrictions

Requests

Family Members

Richard

Dave Rutter

Web filtering restrictions for Richard

Allow list only

On

Only allows websites that a parent has added to the Allow list.
Designed for children

Also allows websites designed specifically for children. Blocks adult sites.
General interest

Also allows general-interest websites. Blocks adult sites.

Online communication (basic)

Also allows social networking. web chat and web mail. Blocks adult sites,

Warn on adult

llows all websites but shows a warning when a site contains suspected adult content.

File downldads

~ Block fife downloads from the web

File downloads

| Block file downf
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@ et Filtering, blocking
specific websites

Tap or click Web filtering, then tap or click fob Family Safety | v
Allow or Block list. Richard

Web filtering sites for Richard

Overview

Make sure that web filtering is turned On,
enter a specific web address, then tap or click
Allow or Block as appropriate.

o = Use the Allow and Block buttons to specify what Richard can see online.
Restriction level

All block list If you don't add any allowed websites, and Richard's restriction level is set to Allow list only, Richard won't b’
. . ow or olock i
You can add multiple web addresses on this

page, one at a time. You can also choose to

Use a list from another account
me limits

http:// Allow Block
apply the same permissions for a website to
. . Garie Allowed websites Blocked websites
multiple family members. =
Requests *.clubpenguin.com o = facebook.com

Family Members
Richard

Dave Rutter
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9 Set time limits

Tap or click Time limits, then do one of the
following:

e Tap or click the Allowance tab, make sure »
that time allowance is turned On, then
choose the number of hours and minutes
that the child can use the PC on weekdays
and weekends.

Tap or click the Curfew tab, make sure >
that curfew hours are turned On, then
select blocks of time for each day when

the child isn’t allowed to use the PC at all.

"5‘1 Family Safety | v

Richard
Overview

Actiyity reporting

ime limits
Allowance

Curfew

Time allowance for Richard

Choose how many hours Richard can use each device for per day. (Devices must be running Windows 8, Windows RT or later ve|

> Weekdays hours minutes *  Weekend hours minutes

Mon-Fri Sat-Sun

'.5'1 Family Safety | v

Richard
Overview

Activity reporting

Allowance
Curfew

pp restri

Requests

Family Members
Richard

Dave Rutter

Curfew hours for Richard

on (il

Click and drag to choose times when Richard can't use the devices at all. (You can only set 30-minute intervals on devices runni
Windows.)

Midnight (AM) ®) Noon (PM)
21 2 3 4 8 9 10 11 12 1 2 3 4
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
[] Alowed
B siocked
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G Set restrictions on games
and apps

Similar to setting website restrictions, you can
set an age-and-content-based rating level for
all games and for those apps they can see in or
download from the Windows Store, or you can
allow or block specific, individual titles.

To use Windows Store and game rating levels
Tap or click Game restrictions, then tap or
click Rating. Make sure that restrictions are
turned On, then use the slider to choose a
rating level.

To allow or block specific games

Tap or click Game restrictions, then tap
or click Game list. Make sure that game
restrictions are turned on.

Select options for specific games as
appropriate.

To set other app restrictions
Tap or click App restrictions.

Make sure that app restrictions are turned on,
then choose the available apps you want to
allow or block as appropriate.

"5‘1 Family Safety | v l

Richard Set ratings for Windows Store apps and other games Richard can install

Overview

Activity reporting

Web filtering

Rating level Rating system

App restrictions 3+

Game restrictions For ages 3 and higher

7+
- For ages 7 and higher

Rating

Game list

12+
- For ages 12 and higher

Family MeXgbers 16+

Richard o For ages 16 and higher

18+
g Forages 18 and higher

Dave Rutter

v Allow games that aren't rated

App restrictions

Game restrictions
Rating

Game list
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Don’t forget!

e There are other settings on Windows
8 and 8.1 that allow you to manage
what your child does online — explore
Family Safety to find out more.

If your child knows your password
they can change any settings you
have put in place.

Your child’s interests will change over
time so keep updating your settings.

If you have Windows 7 on one of

the computers in your home and
Windows 8 or 8.1 on another, you
need to set parental controls on both.

BT

For more information
visit bt.com/safety




